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Abstract—With the continued explosion of digitized data,
data mining and data collection have become more prevalent.
With this growth, we have also seen increased concern over data
privacy and intellectual property. Within this environment,
an important question has emerged: Can machine learning
and data mining techniques be leveraged without compromising
privacy? This paper revisits the concepts and techniques of
privacy-preserving decision tree learning, a fundamental model
of inductive learning. We first examine different privacy risks
during decision tree based inductive learning processes, including the sensitivity of private input data and potential privacy
risks induced by inference over both the learning output and
the intermediate results of inductive learning iterations. Then
we review and compare the privacy notions and properties of
three orthogonal and yet complimentary technical frameworks:
randomization-based data obfuscation, differential privacy, and
secure multiparty computation. We analyze their effectiveness
and review representative approaches in each of these three
frameworks. Finally, we highlight some of the open challenges
to privacy-preserving solutions for decision tree learning.

I. I NTRODUCTION
Today, most industries are rapidly increasing the amount
of data they collect while researchers continue to develop
tools and techniques to mine valuable insights from this data.
As more data is collected and mined by various machine
learning tools and algorithms, data privacy awareness is
increasing, and the need to protect personal privacy as well
as organizational privacy is pushing to the forefront of many
business and industry operations.
Inductive learning is a popular predictive analytic method
that learns a target model through iterative inductions over
the training sample set. This is done by finding an approximation to an optimal hypothesis by optimizing the objective
learning function. A popular objective function is defined
by minimizing a given loss function. Formally, a training
dataset of n samples is denoted by {(x1 , c1 ), . . . , (xn , cn )},
in which ci is the true label of xi . We also assume a target
function c = Γ(x) for the training dataset, where c is the true
label for the sample object x in the training set. An inductive
learner produces a model y = g(x) which approximates the
true function Γ(x) such that a given loss function L(c, y) is
minimized, when y is the label predicted by the model for
the sample object x.
An optimal model is the one that minimizes the average
loss defined by L(c, y) for all samples in the training
set, weighted by their posterior probability. The posterior
probability, Pc (y|x), is defined as the probability of class y
being the label of sample x. For many application specific

problems, c = Γ(x) is a non-deterministic function. That
is, if x is sampled repeatedly, different values of c may
be given. In this case, the optimal choice of the label for
sample object x among all candidate labels is the label yml
that minimizes the expected loss for a given sample x, i.e.,
∀y = f (x), ∃yml = f (x), yml 6= y, s.t. Ec (L(c, yml )) ≤
Ec (L(c, y)).
The decision tree is one of the most fundamental inductive
learning models, with widespread deployment in big data
services and applications in multiple industries, including
healthcare cost prediction [1], disease diagnosis [2], [3],
computer network analysis [4], and credit-risk assessment
[5], [6]. Each of these domains has major privacy concerns
from legal constraints around data privacy, e.g., the HIPAA
rule for healthcare data [7], to business concerns over revealing their private organizational data to their competitors.
Privacy risks in decision tree learning. Consider a
decision tree deployment scenario in the context of automated medical diagnosis service, in which a company that
provides automated medical assessments will likely maintain risk profiles for various diseases, including the DNA
profiles, medical history, and job-specific information of
previously diagnosed individuals. The first privacy concern
in such a scenario is the risk profiles, which are sensitive
by themselves. The second is the decision tree model built
from this sensitive risk profile data as the model often
contains sensitive meta-data. Thus, revealing the model can
compromise sensitive information and violate certain laws
and regulations. The third privacy concern comes from the
use of the decision tree model for evaluation. The consumers
of such a decision tree learning service may submit either
their own risk profile or, in the case of a medical provider,
the risk profile of a patient for classification. Without proper
protection, this service request leaks the sensitive data of
consumers or their patients to the service provider. The classification result can also be highly sensitive. For example,
revealing the classification result of a decision tree model for
cancer diagnosis would compromise the consumer’s privacy.
In this scenario it is critical to protect (1) the training dataset,
(2) the decision tree model, and (3) the evaluation and
testing data and results. The first two properties are the core
privacy notions for privacy-preserving decision tree training
and the third property is the core privacy notion for privacypreserving decision tree evaluation.
The notion of privacy-preserving decision tree learning
was introduced in the seminal paper [8]. A number of

privacy-preserving data mining methods have since been
proposed [8], [9], [10], [11], [12], [13], [14], [15], [16],
of which some leverage randomization techniques [8], [10],
some use other statistical approaches [9], [11], [12], [13],
and some leverage cryptographic mechanisms [14], [15],
[16]. The cryptographic approaches ensure strong privacy
and accuracy via secure multiparty computation (SMC), but
typically suffer from poor performance due to high time
and computational complexities. The statistical approaches
are heuristics-driven and have high performance in comparison. However, existing research efforts in the literature
for such statistical approaches demonstrate that the problem
of privacy-preserving decision tree learning has yet to be
thoroughly understood.
Scope and Contributions of the paper. Bearing in mind
the above discussion, in this paper we review and revisit
the concepts and techniques of privacy-preserving decision
tree based inductive learning. This includes the sensitivity of
private input data and the potential privacy risks induced by
inference over both the learning output and the intermediate
results of inductive learning iterations. We discuss state-ofthe-art results in privacy-preserving decision tree learning
across three broad categories: (1) randomization-based obfuscation, (2) differential privacy, and (3) secure multiparty
computation. We review representative approaches in all
three areas and highlight open challenges. We conjecture
that our study will help developing and delivering privacypreserving decision tree learning as a service for many privacy sensitive big data science and engineering applications.
II. OVERVIEW
The ultimate goal of privacy-preserving inductive learning
is to protect the input data from unwanted and unauthorized
leakages and risks that intrude individual privacy and organizational privacy during learning processes. This includes
both the construction of decision trees (privacy-preserving
decision tree training) by the inductive learner and the evaluation of the decision tree model by its authorized users and
applications (privacy-preserving decision tree evaluation).
A. Privacy Notion and Privacy Risks
The notion of privacy with respect to decision tree learning should address three types of privacy risks in the life
cycle of a decision tree classifier due to unwanted inference
attacks: (1) the unwanted leakage of the private input data
used in the training phase of a decision tree classifier, (2) the
potential privacy risk of public release of the decision tree
model, (3) the potential privacy risk involved in using the
decision tree classifier for evaluating classification queries
in the testing phase of the decision tree model. The first two
types of privacy risks refer to the inference problems that
may cause the leakage of private input data from the training
dataset used for the decision tree model construction. The
third type refers to information leakage during evaluation of

decision tree classification queries when the private data is
used as the classification query input and the decision tree
classifier hosted at the server is similarly private.
Privacy Risk of Input Data. Among the potential privacy risks in privacy-preserving decision tree learning, the
inference of the private input data samples is at the center of
the problem. Existing proposals to combat this risk through
statistical techniques have primarily centered on data obfuscation methods. The input data traditionally undergoes
this data obfuscation and is then released as training data
to the inductive learner. The two most prevalent obfuscation
methods are randomization [8], [17], [18], widely used in
the context of statistical disclosure control [19], [20], and
differential privacy. Differential privacy as a privacy framework was initially introduced by Cynthia Dwork in [21] and
has attracted a huge amount of attention in recent years [22],
[23], [24], [25].
Alternatively, the cryptographic approaches proposed for
privacy-preserving inductive learning are based on secure
multiparty computation (SMC) protocols [26]. The SMC
framework addresses the following question: How can m
parties (m ≥ 2) conduct a computation based on their private
inputs when no party is willing to disclose its own input
to any of the other parties? This problem is easily solved
if one assumes the existence of a trusted third party, but
such a trusted party is often not available in practice. The
open challenge for SMC is how to design protocols that can
support joint computations while protecting the participants’
privacy in a dynamic and possibly malicious environment
without a trusted third party. According to Goldreich in [27],
although the general SMC problem is solvable in theory, the
solutions derived from the general theory can be impractical
in terms of efficiency for domain specific applications. Thus,
special high performance solutions should be developed for
these application-specific cases.
SMC is particularly suitable to the distributed and federated machine learning scenarios in which each organization
wants to keep their own data private but all parties wish
to jointly learn a decision tree model across their private
datasets. The resulting decision tree may then be used
internally by each organization for evaluation tasks.
Privacy Risks of Public Release of Decision Trees. In
addition to the privacy risks of input data exposure discussed
above, another subtle concern is that the public release of
the learned decision tree model may be subject to inference
attack, which can lead to the compromise of both the privacy
of individual users represented in the training data and the
privacy of organizations involved in distributed/federated
learning. Recent study in [28] and [29] demonstrate the
feasibility of model inversion attacks in the context of
genomic privacy and image recognition privacy respectively.
An adversarial client may be able to estimate aspects of the
genotypes of some users involved in the training dataset
simply using black-box access to the prediction models.

Similarly, an adversary may infer sensitive information with
no or little false positives in the white-box setting, in which
the inductive learning model and its associated statistical
parameters are made publicly available.
These studies have demonstrated that confidence information in conjunction with access to the decision tree model
can be exploited by adversarial clients to mount model
inversion attacks. Two important lessons can be learned
from these studies: (1) publishing decision tree models and
associated statistical features can pose unwanted privacy
risks for those contributing to the training data and (2) when
the models built from inductive learning contain certain
statistical features with high feature confidentiality, such
models and associated statistical features should be carefully
guarded against unwanted privacy risks.
Privacy Risk against Decision Tree Evaluation. The
third type of privacy risk arises when the private decision
tree model is hosted at a server which a client may query
with her private input data. If the server is not properly
guarded, the training data or query logs can be leveraged by
insider attacks or exposure due to system compromises. We
refer to this problem as the privacy-preserving decision tree
evaluation problem. A decision tree evaluation is considered
privacy preserving if and only if the server hosting a trained
decision tree learns nothing about the input data or the
classification result of its clients and any client who submits
a classification query learns nothing about the decision tree
model other than the classification result from the server.
It is important to note that, under this construction, the
knowledge gained by the client includes any information
which can be directly inferred from the model output. While
it is ideal to limit the amount of information a client should
be able to infer, we will see that leakage in this regard varies
depending on the privacy framework.
B. Privacy Protection: Generalization of Approaches
When considering privacy-preserving decision tree processes we must consider what is being protected, what level
of protection is provided, and against whom this protection
is guaranteed. Across the three frameworks for privacypreserving machine learning, randomization-based obfuscation, differential privacy, and secure multiparty computation,
each contribute different approaches to these considerations.
Table I highlights some representative works for each of
these approaches and the treatment of privacy, efficiency,
and accuracy considerations within each work.
We can see at a high level that randomization and differential privacy techniques generally require access to the data
during the training phase. Afterward, the evaluation phase is
essentially trusted to be in the clear as the generated model
is perturbed to protect the underlying training data. This
leads to relatively fast approaches (statistical operations) but
limits the resulting accuracy of the model. Comparatively,
secure multiparty computation results usually protect all data

elements throughout the life cycle of decision tree learning
and allow for accuracy equivalent to that seen in privacy-free
environments. These gains are made at significant efficiency
costs as secure multiparty computation requires either large
finite field operations or homomorphic encryptions.
III. R ANDOMIZATION BASED P RIVACY M ODELS
Randomization based techniques have been popular in
privacy preserving data mining research for more than a
decade [8], [9], [10], [11], [12], [13], with randomized
distortion being one of the dominant techniques. The privacy
preserving inductive learning algorithms belonging to the
randomization group work by first perturbing the training
data using randomization techniques and then using the
distorted data as input to extract patterns and models. The
randomization methodology attempts to hide the sensitive
information from data miners by randomly modifying the
data values under certain model-specific constraints, e.g.,
preserving the underlying probabilistic properties.
The most straightforward randomization technique is to
preserve data privacy by adding random noise while ideally
maintaining data utility. On one hand, the random noise
should be added in such a way that the individual data values
are distorted. On the other hand, with added random noise,
the perturbed dataset should still preserve the model-specific
feature signals from the data, such underlying distribution
properties, so that the model specific data utility patterns
can still be “observed” and estimated with certain accuracy.
An example of value distortion is additive noise based
perturbation, which takes a training dataset of n samples
{x1 , . . . , xn } and returns a perturbed dataset in which value
xi is replaced by xi + ri (i = 1, . . . , n), where ri is a
random value drawn from some distribution. Alternatively,
one can also use random data swapping (random shuffle)
techniques to design a value distortion function such that a
value returned from a field of a data sample record is still
a true value in the training dataset, but from the same field
in some other randomly chosen record [30].
However, randomization techniques may suffer from both
low accuracy and inference attack vulnerability problems.
With respect to accuracy, when the model-specific data
utility is defined by latent and complex hidden statistical
features, the accuracy of randomization methods will suffer
significantly due to the lack of support for latent feature
understanding and extraction. At the same time, several
open challenges have been put forward with respect to the
vulnerabilities of randomization techniques. As pointed out
in [31], when the noise added can be statistically separated
from the perturbed data, the input data privacy can be
seriously compromised by inference over the model and its
classification output. It is also true that when the dataset
has significant skewedness, random data shuffling may no
longer protect the individuals in the training dataset.
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Table I
H IGH L EVEL OVERVIEW OF P RIVACY-P RESERVING D ECISION T REE T ECHNIQUES

To address the additive random noise problem, multiplicative noise based random perturbation techniques are
proposed, including geometric rotation based technique [32],
[33] and random project-based approach [34].
In addition, we are also concerned with the unwanted
exposure of statistical features that are repeatedly used for
prediction. Random forest and random decision trees are
candidate randomization techniques for providing baseline
privacy protection of decision tree models. Random forests
are an ensemble learning method that use multiple decision
trees and outputs the class that is the mean prediction of
the individual trees, aiming at correcting for decision trees
which over-fit their training set [35]. The first algorithm for
random decision forests was developed by Tin Kam Ho [36]
who uses the random subspace method to implement the
”stochastic discrimination” approach to classification [37].
Random forests was later trademarked using an extension
with bagging developed by Leo Breiman [38] and others.
Random decision trees represent another orthogonal dimension of efforts. A random decision tree is a variant of
the traditional decision tree proposed by Fan et al. [39]
where nodes split on randomly chosen features rather than
features chosen using statistical measures. The main idea of
random decision trees is to build the structure of N random
decision trees solely based on the given feature set without
using the training data samples. Each discrete feature can be
used only once in a decision path from root to a leaf node.
Continuous features can be either discretized and treated as
discrete features or alternatively be divided by randomly
picking a splitting point (i.e., the dividing value with less
than and greater or equal to as the two branches) with a
different splitting point chosen each time. After the trees
are constructed, we only need to scan the dataset once to
update the statistics of the leaf nodes in each tree. Random

decision trees are shown to be efficient implementations
of Bayes’ Optimal Classifier. With large datasets, random
decision trees are shown to be as accurate as the single best
decision tree carefully built using statistical criteria simply
because a single decision tree will often either significantly
over-estimate or under-estimate [39]. Interestingly, random
decision trees can be much more robust against certain
privacy risks of public release of decision tree models.
In summary, randomness and uncertainty may not be
equivalent for all cases. If random events and their properties
can be captured and analyzed by probabilistic theorems
and if we can easily and intuitively interpret probabilistic
characterization of random processes, then the randomness
may be exploited to compromise privacy unless one pays
extra-careful attention to the exposure of such structures.
IV. D IFFERENTIAL P RIVACY
In contrast to randomization based approaches, differential
privacy approaches address the input data privacy of decision
tree learning by using the “hiding in the cloud” principle,
implying that every data sample is equally important to the
inductive learner. Intuitively, an inductive learning algorithm
K is considered differentially private if an adversary cannot
differentiate between trees T and T 0 trained on datasets D
and D0 respectively, i.e., K(D) = T and K(D0 ) = T 0 , given
D and D0 differ by, at most, one training sample. Formally,
Dwork [40] defines differential privacy, and specifically εdifferential privacy, as follows:
Definition 1: A randomized function K gives εdifferential privacy if for all datasets D and D0 differing
on at most one row, and all S ⊆ Range(K),
P r[K(D) ∈ S] ≤ eε × P r[K(D0 ) ∈ S],

where the probability space in each case is over the coin
flips of K.
This definition shows that data privacy within the differential privacy framework is quantified by a value ε, where
ε is typically small, e.g., ε = 0.1, and the smaller the value
of ε, the higher the privacy guarantee.
In practice, ε-differential privacy is achieved by adding
noise from the Laplace distribution per the following [40]:
Theorem 1: For f : D → Rd , the mechanism that adds
independently generated noise with distribution Lap(∆f /ε)
to each of the d output terms enjoys ε-differential privacy.
Theorem 1 states that the higher the privacy guarantee is,
i.e., the smaller the value of ε, the more noise is generally
required to achieve differential privacy.
When using the differential privacy framework to support
privacy-preserving decision tree learning, the choice of ε
represents a significant trade-off. More noise is likely to
decrease the accuracy and usability of the resulting decision
tree, while less noise will decrease privacy. Additionally,
one must consider the number of queries which are made
against the data in creating any high-level structure [9].
While differential privacy allows the “release of coarsegrained information while keeping private the details” [40],
there is a constant trade-off between the level of privacy and
the usability of that information.
There exist multiple differential privacy solutions for decision tree learning including [11], [12], [9], [41], [42], [13]
with each taking a slightly different approach to achieving
a differentially private learning algorithm.
The first theoretical contribution made by Blum et al [11],
built a differentially private ID3 decision tree through differentially private queries to the original dataset using the
proposed SuLQ framework (SubLinear Queries). This approach, however, suffers from poor accuracy [12], [9]. This
illustrates two important points: (1) the addition of noise
in privacy-preserving decision tree training can dramatically
impact the accuracy of the generated model and therefore
solutions within the differential privacy framework should
always be tested experimentally, and (2) for the resulting
model to be usable, privacy must be guaranteed in the
presence of reasonable query counts on the model structure.
Friedman et al. [12] extends the above approach [11]
from two aspects: (1) it ensures that each step in the
inductive learning process for decision tree training should
be differentially private using mechanisms from [43], [44]
and (2) it experimentally highlights the tension between
privacy, accuracy, and dataset size.
To better address the trade-offs between privacy, accuracy,
and dataset size, Jagannathan et al. leverage a random
decision trees in an ensemble instead of relying on the
traditional decision tree. As the structure of each tree is
randomly chosen, no privacy protection is required for the

tree structure. Thus, the noise traditionally incorporated in
differential privacy solutions to the leaf nodes. Jagannathan
et al. show that an ensemble of these random decision trees
with noisy leaf nodes can perform well when compared to
single decision trees trained without privacy.
Several threads of extensions have been made to the approach by Jagannathan et al.: Bojarski et al. similarly utilize
the random decision tree structure with noise restricted to
the class distributions within the leaf nodes in [41]. Patil
and Singh [42] extend [9] by using multiple noisy trees to
combat decreased accuracy. Rana et al. [13] use the stepwise differential privacy technique in [12] to train a random
forest model by distributing the privacy parameter amongst
the decision trees within the ensemble, thus making each
individual tree less noisy while preserving the privacy of
the entire ensemble.
V. S ECURE M ULTIPARTY C OMPUTATION
The problem of secure multiparty computation relies on
what is referred to as the simulation paradigm to allow
multiple parties to perform computation across their private
inputs without revealing them. The simulation paradigm
formalizes the following idea: if every piece of information
revealed to a certain party throughout the execution of a
protocol can be computed using only that party’s inputs and
outputs than the protocol is secure.
Specifically, we consider an ideal execution of a given
computation to which we compare the real execution of the
proposed protocol. In the ideal execution, we assume each
party can send its inputs over a perfectly private channel
to a trusted party. This trusted party will then perform the
desired computation and return the appropriate output. In
this scenario, if we assume the existence of this completely
trusted third party and perfectly private channels, privacy
will hold because no party ever receives any message other
than its intended output.
We now consider an adversary which attacks the real
protocol execution. For any adversary which can be constructed for the real protocol execution, we want to construct
adversary against the ideal execution such that the input
and output distributions seen by both the adversary and the
honest parties in the real protocol execution are equivalent
to the distributions seen by the adversary and honest parties
in the ideal execution. This is referred to as the ideal/real
simulation paradigm. For further discussion on the ideal/real
simulation paradigm, we direct the interested reader to [45].
When considering security based in the simulation
paradigm with respect to privacy-preserving decision tree
learning, we must keep in mind that security under the
ideal/real simulation paradigm works in isolation. While one
execution may be considered secure within the simulation
paradigm and information leaked from one single output
may be acceptable, repetitions can lead to greater information leakage. Consider the following example: Alice and Bob

would like to know which one of them earns a higher salary,
but neither wishes to reveal their exact salary. Alice and Bob
can participate in a protocol π which allows each to provide
their salaries as input and receive as output the name of
the individual with the higher salary. We will assume that
π is secure under the ideal/real simulation paradigm. Given
this scenario, Alice can run π repeatedly, altering her input
each time, to discover Bob’s exact salary. Since Alice could
lodge this same attack on the ideal execution, π remains
a secure computation under ideal/real simulation paradigm.
This weakness however leads to the leakage of Bob’s private
information. Researchers in privacy-preserving decision tree
learning must consider the scenario where the tree structure
is used to evaluate different instances many times over.
There are a number of building blocks which are commonly used in secure multiparty computation including
oblivious transfer, Yao’s garbled circuits, Shamir’s secret
sharing scheme, the trusted initializer in the commoditybased cryptography model, and additively homomorphic
encryption schemes.
Private Multiparty Training of Decision Trees. The first
to propose a privacy-preserving training solution for decision
trees were Lindell and Pinkas in [46]. They proposed a
secure two-party protocol for training an ID3 tree over
horizontally partitioned data.
The most efficient secure multiparty protocol for the
privacy-preserving training of decision trees is proposed by
de Hoogh et al in [16]. This solution is implemented within
the Virtual Ideal Functionality Framework (VIFF) using
operations over large finite fields based on Shamir’s secret
sharing scheme [47] and provides provable security against
semi-honest adversaries. As noted by [15] however, this
result is limited to the consideration of categorical attributes
and does not scale well for fine grained numerical attributes.
Additionally, the complexity of the protocol increases exponentially on the bit-length representation of a category.
Private Evaluation of Decision Trees. There exist multiple secure multiparty computation solutions for decision
tree evaluation including [14], [48], [15], [16]. Decision
tree classification is traditionally a two-party scenario where
there is a server which holds the machine learning structure,
a decision tree, and a client which holds the classification
instance. At the end of a secure evaluation protocol the ideal
outcome would give the client the classification result of
their instance based on the server’s decision tree without
revealing any information on the server’s model while the
server would learn nothing.
Three representative approaches have been studied. The
first approach provides solutions for decision tree evaluation
which use additive homomorphic encryption schemes and
the oblivious transfer scheme of Naor and Pinkas [49] to
allow for computation over the private data. [48] provide
privacy against the weaker semi-honest adversarial model,
and [14] offers solutions under both the semi-honest and

malicious adversarial models. The second approach [15]
uses Shamir’s secret sharing scheme in the commoditybased model and provides unconditionally secure protocols
for decision tree evaluation in the presence of semi-honest
adversaries and are able to leverage the set-up phase with a
trusted intializer to make evaluation more efficient. The third
approach [50] uses trusted SGX processors for data-obivious
decision tree evaluation.
VI. C ONCLUDING R EMARKS AND O PEN C HALLENGES
Risks of Reverse Engineering. We describe two scenarios of reverse engineering risks that can be detrimental even
under the secure multiparty computation privacy framework.
Scenario 1: Two parties, Alice and Bob, jointly train a
decision tree model with each providing their own private
input data. Alice can then independently execute the decision
tree training algorithm with the same parameters used in the
joint training to see how Bob’s dataset impacted the decision
tree structure. Black-box access to Bob’s data in the joint
training can easily lead to the unwanted privacy leakage as
Alice is able to infer detailed statistics with respect to Bob’s
private training data through careful reverse engineering.
Scenario 2: An adversarial client may query a decision
tree repeatedly with cleverly engineered classification instances and, using only the classification results and a priori
information on the decision tree algorithm, and may reverseengineer the decision tree itself.
Beyond the loss of privacy for the decision tree structure,
this leakage also reveals some amount of information about
the underlying data on which the tree was trained. In some
domains, this data leakage can be even more alarming
than the model leakage. Solutions to privacy-preserving
decision tree learning using secure multiparty computation
technique often suffer from this pitfall of black-box access
to computation results.
Computation Cost. Secure multiparty computation protocols routinely require expensive cryptographic operations,
either with data encrypted with public key cryptography
schemes [14], [48], [51], [52], or across a large finite
fields [15], [53], [16]. Additionally, secure multiparty computation requires many back and forth exchanges between
parties when compared to performing operations in the
clear. Due to relatively high computation and communication
costs, an open question is whether secure multiparty computation solutions are truly feasible for real world implementation. We argue that high performance SMC protocols can be
a breakthrough for wide deployment of privacy preserving
distributed decision tree ensemble learning.
Incorporating Different Trust and Sensitivity Levels.
Currently, solutions across randomization, differential privacy, and secure multiparty computation models treat all
data samples and all participating organizations equally as
homogeneous entities. However, this is not the case in
practice. Quite often, different organizations may want to

add different levels of noise based upon different levels
of trust or sensitivity. One party may only agree to share
information which is an aggregation across the data of
many parties to protect against revealing or intruding the
privacy of any individual. Another party may only agree to
share information about those less sensitive data elements
or model parameters. Some parties may even abstain from
sharing results to certain users. Each of these scenarios calls
for variation in privacy preserving treatment in order to
match the varying sensitivity of different data elements and
the varying trust in participating parties.
Combining SMC with Differential Privacy. There is,
to date, limited work in combining secure multiparty computation with differential privacy. We argue that if both
techniques were combined, then some previously mentioned
pitfalls may be minimized. There are two potential ways
to combine SMC and differential privacy: (1) develop an
SMC protocol that produces a differentially private decision
tree model or (2) use differential privacy techniques to
accomplish secure multiparty computation tasks for some
data exchanges within the secure multiparty computation
protocol where the addition of noise may not impact the
accuracy of the resulting decision tree too strongly. Choosing
to employ noise injection techniques from the differential
privacy domain for some portions of a secure multiparty
computation protocol may improve the computational complexity problem which plagues many existing secure multiparty computation solutions. We conjecture that a patchwork
implementation working across different privacy models
may have the potential to produce solutions that address a
broader range of security and privacy issues.
Dynamic and Flexible Collaborative Learning. In a real
world collaborative learning environment, not all parties can
be or need to be online to participate in the entire work
flow of the learning process. Whomever is available at any
given time may share information or participate in some
subset of protocols, representative of their level of trust in
the participating parties or the level of privacy demanded by
the kind of input data being used. We argue that enabling
such a dynamic collaborative learning environment, where
each party may be a part of the learning process when it
is convenient and to the level at which it is comfortable
for them, though challenging, is a more realistic approach
for wide deployment of privacy-preserving decision tree
learning solutions for real world applications.
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